Q1. DEFINE CYBER
SECURITY.

« Ans: Cyber Security is the practice of protecting
computers, networks, and data from unauthorized
access, attacks, and damage.




Q2. WHY IS CYBER
SECURITY IMPORTANT?

« Ans: It ensures confidentiality, integrity, and availability
(CIA triad) of information and prevents financial &
reputational loss.




Q3. DEFINE CYBERCRIME.

« Ans: Cybercrime is any illegal activity using computers
or digital networks (e.g., hacking, phishing).




Q4. DIFFERENTIATE BETWEEN
CYBERCRIME AND
INFORMATION SECURITY.

« Ans: Cybercrime = committing illegal digital activities.
Information Security = protecting systems against them.,




Q5. WHO ARE
CYBERCRIMINALS?

« Ans: Hackers, insiders, cyber terrorists, organized crime
groups, nation-state attackers.
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